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PERSONAL DATA PROCESSING NOTICE
THONG BAO XUPLY DI LIEU CA NHAN

Effective Date: 1% July 2023 Version no: 1.0
Ngay hiéu luc: 1 thang 07 ndm 2023 Ban sé6: 1.0

If you are reading this Personal Data Processing Notice (the “Notice”) on behalf of a corporate
entity/business enterprise or an individual which maintains and/or maintained contractual relationship with
the Bank (as defined below), this Notice is intended to be addressed to, without limitation, such individual,
the individual guarantor, obligor, corporate officers (e.g. authorized representatives/signatories/dealers and
contact persons), directors, board members, member of board of director, employees, shareholders,
beneficial owners or other personnel and related individuals of the corporate entity/business enterprise and
of agents and partners, agents, consultants, contractors of the corporate entity/business enterprise (the
“Relevant Individuals”) and “you” shall be construed accordingly to mean the Relevant Individuals. Please
assist to make available this Notice to the Relevant Individuals in your corporate entity/business enterprise
or such Relevant Individual.

Néu quy khach dang doc Théng Bao Xd& Ly D Liéu Ca Nhén nay (“Thong Bao”) thay mat cho m¢t 106)
chirc/doanh nghiép hodc mét ca nhan dang va/hodc da cé6 méi quan hé hop déng véi Ngan Hang (nhu’
dworc dinh nghia dwéi ddy), Théng Béo nay nham muc dich g t6i, nhung khéng giéi han, ca nhan do, ca
nhan bén bao ldnh, bén c6 nghia vy, can bé nhan vién (vi du nhw nguwoi dai dién hop phap/ngu’o’l ky duoc
Uy quyén/nguoi c6 thdm quyén giao dich va ngudi lién lac), giam déc, thanh vién héi déng quan trilthanh
vién, ban glam déc, nguoi lao déng, cé déng, chi sé& hiu huong loi hodc nhan sw khac va cac ca nhan co
lién quan cda té chic/doanh nghiép d6 va cia céac dai ly va doi tac, dai ly, nha tw van, nha thau cda té
chdc/doanh nghiép dé (“Ca Nhan Lién Quan”) va “quy khach” sé c6 nghia la cac Ca Nhan Lién Quan
tuwong tng trong triromg hop dé. Vui Iong hé tro cung cdp Théng Bao nay cho cac Ca Nhan Lién Quan cda
té chirc/doanh nghiép cua quy khach hodc cac C4 Nhén Lién Quan dé.

Sumitomo Mitsui Banking Corporation — Hanoi Branch and Sumitomo Mitsui Banking Corporation
— Ho Chi Minh City Branch (collectively referred to as "we", "our"”, "us", the “Bank” or "SMBC Vietnam")
respect an individual's privacy and comply with all applicable laws of Vietnam on personal data protection
(“Personal Data Protection Regulations”). This Notice sets out how we, as data controller and/or
processor, will process personal data.

Ngan Hang Sumitomo Mitsui Banking Corporation — Chi Nhanh thanh phé Ha Néi va Ngan Hang
Sumitomo Mitsui Banking Corporation — Chi Nhanh Thanh phé Hé Chi Minh (sau day goi chung la
“chung t6i”, “‘Ngan Hang” hodc “SMBC Viét Nam”) ton trong sw riéng tw cia méi ca nhan va tuan thd toan
bé quy dinh phap luét cda Viét Nam vé bdo vé dif liéu ca nhan (“Quy Dinh Bdo Vé D Liéu Ca Nhan”).
Théng Bao nay quy dinh viéc ching t6i, véi tw céch la bén kiém soat va/hodc xir ly dir liéu, sé xi» ly cac di
liéu ca nhan nhw thé nao.

1. Definition and interpretation

Dinh nghia va giai thich tee ng@

. “Personal Data Protection Regulations” means all the applicable data privacy laws and
guidance, including Decree 13/2023/ND-CP dated 17 April 2023 on personal data protection
(as amended from time to time) (“Decree 13”).
“Quy Dinh Vé Bdo Vé D Liéu Ca Nhan” co nghia la tét ca cac luat va huong dan hién hanh
vé quyén riéng tw di¥ liéu, bao gébm Nghj dinh 13/2023/ND-CP ngay 17 thang 4 nam 2023 vé
b&o vé di¥ liéu ca nhén (duoc stra déi tuy timg thoi diém) (“Nghi Dinh 13”).

. “‘personal data” means any information in the forms of symbols, writing, digits, imagines,
sounds or similar forms on an electronic environment associated with a specific person or
helping to identify a natural person. Personal data includes basic personal data and sensitive
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personal data.

“dip liéu ca nhan” la thong tin duéi dang ky hiéu, chi viét, chi sé, hinh anh, am thanh hodc
dang tuong tw trén méi trurong dién tdr gan lién véi mét con nguoi cu thé hodc giup xac dinh
mét con ngudi cu thé. D liéu ca nhan bao gém di liéu cé nhan co ban va di liéu c& nhan
nhay cam.

. “‘data subject” means an individual to whom the personal data reflects. In this Notice, “you” or
“your” also refers to the data subject whose personal data is maintained at us.

“chd thé d liéu” cé nghia Ia ca nhan duoc di¥ liéu ca nhan phan anh. Trong Théng Béo nay,
“‘quy khach” hodc “cda quy khach” ciing dé cdp dén chd thé di liéu ma di¥ liéu ca nhan cua
chd thé dé duoc duoc chung toi lvu gid.

. personal data processing is one or more activities that affect personal data, such as:
collection, recording, analysis, confirmation, storage, correction, disclosure, combination,
access, retrieval, recover, encrypt, decrypt, copy, share, transmit, provide, transfer, delete,
destroy personal data or other related actions.
xly d@liéu ca nhan la mét hodc nhiéu hoat dong tac dong t6i divliéu ca nhan, nhw: thu thap,
ghi, phan tich, xac nhan, lwu trir, chinh stra, cong khai, két hop, truy cép, truy xuét, thu héi, ma
hoa, gidi m&, sao chép, chia sé, truyén duwa, cung cap, chuyén giao, xéa, hdy di# liéu ca nhan
hodc cac hanh ddng khac cé lién quan.

. “SMBC Group” means Sumitomo Mitsui Banking Corporation (head office of SMBC Vietnam)
and any of its branches, representative offices, subsidiaries, affiliates or any related
corporations in any jurisdiction.

“Tép Poan SMBC” ¢6 nghia la Ngan hang Sumitomo Mitsui Banking Corporation (cong ty me
ctia SMBC Viét Nam) va bat ky chi nhénh, van phong dai dién, cong ty con, cong ty lién két
hodc béat ky cong ty lién quan nao & bét ky khu vuc tai phan nao.

For purpose of this Notice, any party (including us) mentioned herein might include any directors,
officers, board members, member of board of director, employees, shareholders or other personnel
and related individuals of such party and of such party’s agents and partners, agents, consultants,
contractors.

Cho myc dich cua Thong Bao nay, bét ky bén nao (bao gdm cé ching t6i) duoc dé cap & day co thé
bao gém bat ky giam déc, nhan vién, thanh vién héi dong quan trjithanh vién, ban glam déc, ngu’o’l
lao déng, cé dong hodc nhan sy khac va cac ca nhan c6 lién quan cua bén dé va cia cac dai ly va
dbi téc, dai ly, nha tw van, nha thdu cda bén do.

2. Whose personal data this Notice applies to
Théng Bao nay ap dung doéi véi dirliéu cA nhan cda ai

The Notice describes our practices when processing personal data of any data subjects in the context
of relationships with corporate and individual customers, suppliers, service providers, merchants,
partners, agents, agent banks, financial institutions, competent authorities, credit reporting agencies,
credit reference agencies, governmental agencies, any third party in connection with our business or
any products/services or relationship with customer (such as guarantors, securities providers, joint-
account holders, co-partners, co-lenders, etc.) or any other third parties from whom SMBC Vietnam
receives or to whom SMBC Vietnam provides any product or service and/or with whom SMBC Vietnam
enters into, negotiates or discuss for or in connection with any transaction or services and any of their
personnel or authorized persons (collectively “Personal Data Provider(s)”).

Thong Bao mo ta cac thuc tién cda chang tdi khi xd# ly di# liéu ca nhan cda bat ky cha thé di liéu nao
trong béi cdnh méi quan hé voi khach hang ca nhan va doanh nghiép, nha cung cép, bén cung cép
dich vy, thwong nhan, déi tac, dai ly, ngan hang dai ly, t6 chic tin dung, co quan co thdm quyén, bén
cung cép bao céo tin dung, théng tin tin dung, cac co quan thuéc chinh phd, bat ky bén thi ba nao
c6 lién quan dén hoat doéng kinh doanh cda ching tdi hodc cé lién quan dén bét ky san pham/djch vu
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hodc c6 quan hé véi khéch hang (nhuw la bén béo 1anh, bén cung cép bdo dam, chd tai khodn chung,
déi tac chung, déng tai tro hodc bat ky mét bén thér ba ma SMBC Viét Nam nhan hodc SMBC Viét
Nam cung cép bat ky san phdm hodgc djch vu nao va/hoéc nhing ngwéi ma SMBC Viét Nam tham
gia vao, dam phan hogc thao luan vé bét ky giao dich hogc dich vu nao va nhan sy hodc nguoi ay
quyén cta ho (goi chung la “(Cac) Bén Cung Cép D Liéu Ca Nhan”).

3. Personal data we collect and process
Déliéu ca nhan ma chung t6i thu thdp va xa ly
Depending on the purposes of personal data processing as described below, your personal data that
we need to process may include, but not limited to, the foIIowing information, as the case may be:
Tuy theo muc dich xt» ly xtr ly di? liéu ca nhan nhuw duoc glal thich dwoi déy, dirliéu ca nhan cua quy
khach ma ching toi can xd ly tly tirng truromg hop c6 thé bao gém nhung khéng giéi han cac théng
tin sau:

o Contact information such as details of family name, middle name, first name, other names,

current and former addresses of permanent resident, temporary residence, current residence,
contact address, hometown, phone/telephone number, email address or any other information
we use to communicate with Personal Data Provider(s);
Théng tin lién hé nhw théng tin chi tiét vé ho, tén dém, tén khai sinh, tén goi khac, dia chi hién
tai va trvdc day cda noi thuong trd, noi tam tra, noi & hién tai, dia chilién hé, qué quan, sé dién
thoai/sé dién thoai di dong, dia chi thw dién tir hodc bat ky théng tin lién lac nao ma ching toi
dung dé lién lac véi (Cac) Bén Cung Cép D Liéu Ca Nhan;

. Identity information such as details of contact information (mentioned above), employer, age,

date and place of birth, place of birth registration, nationality, gender, photograph, information
of identification card/ citizen identification card/ passport, personal identification number,
driver's license number, license plate number, personal tax identification number, social
insurance number, health insurance card number, marital status, information on family
relationships and information to assist us to determine whether the individual is a PEP(s) (or
PEP’s associates) or involves in any adverse news, which may include data about criminal
convictions, crimes, criminal acts, family relationship or any other related informations. This
may extend to historic information about individuals including past employment and
qualifications, political view, religious view;
Thong tin nhadn dang nhw thong tin chi tiét vé thong tin lién hé (nhw dé cap & trén), nguoi st
dung lao déng, tudi, ngay va noi sinh, noi dang ky khai sinh, quoc tich, gi¢i tinh, hinh anh, théng
tin chdng minh nhéan dan/ thé can cuoéc cong dan/ hé chiéu, sé dinh danh ca nhan, sé giay
phép lai xe, s bién sé xe, sé ma sé thué ca nhan, sé bdo hiém xa hdi, sé thé bdo hiémy té,
tinh trang hdn nhan, théng tin vé méi quan hé gia dinh va théng tin dé hé tro chiing téi xac dinh
xem c& nhén d6 c6 phéi la PEP(s) (hodc nguoi ¢cé lién quan dén PEP) hodc ca nhan ¢ lién
quan dén bat ky thdng tin bét loi nao, c6 thé bao gém di¥ liéu vé tién an, téi pham, hanh vi pham
t6i, quan hé gia dinh hodc béat ky théng tin lién quan nao khac. Théng tin nay cé thé mé réng
dén théng tin lich stz vé ca nhan, bao gdm qua trinh lam viéc va trinh dé trong qua kher, quan
diém chinh trj, quan diém ton gido;

. Financial and banking information such as payments made and received, goods and
services provided or purchased, account information, deposit information, asset information,
transaction information, security transaction information;

Théng tin tai chinh va ngan hang nhuw cac khoan thanh toan da thuc hién va da nhéan, hang
hoéa va djch vu duwoc cung cép hodc mua, théng tin tai khoan, théng tin tién gdi, thong tin tai
sén, théng tin giao dich, théng tin vé cac giao dich bdo dam:;

. Transaction information or any information obtained through or for purpose of or in
connection with any services and/or products and/or support received or provided or consulted
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by us from or to Personal Data Provider, such as any information in relation to the accounts of
any Personal Data Provider(s) (such as signature, fingerprint, token, facial image or other
biometrics);

Théng tin giao dich hodc bat ky théng tin nao cé duoc théng qua hodc cho muc dich hodc
lién quan dén bét ky dich vu va’hodc san phdm va/hodc hé tro nao duoc ching t6i nhan hodc
cung cép hodc tw van ttr hodc cho (Cac) Bén Cung Cép D Liéu Ca Nhan, chdng han nhw bét
ky théng tin nao lién quan dén tai khodn cua béat ky (Cac) B&n Cung Cép Di¥ Liéu Ca Nhan nao
(vi du chi#ky, d4u van tay, ma théng bao, hinh dnh khudén mat hodc sinh trdc hoc khéac);

Personal photo, such as photographs or video taken at events, from the information captured
or recorded on security systems (including the footage or image on the closed-circuit television
(CCTV) or any photo from any documents submitted to us or other public or third party’s
sources;

Hinh dnh ca nhan, chdng han nhw &nh chup hodc doan phim quay tai cac sy kién, hoac te
thong tin dwoc chup hodc quay tir hé théng an ninh (bao gém c& doan phim ttr may quay giam
séat (CCTV) hodc bat ky hinh dnh nao tir cac tai liéu dwoc ndp cho ching téi hodc cac ngudn
cong khai hodc nguén cua bén thir ba khac;

Website or application information that is captured in our web or application logs such as
device information, unique identification numbers (such as an IP address or device ID), browser
information (e.g., browser type, pages visited, date/time of access), accessed resources,
communication data, location data, data created as the result of operation and action of the
user on the digital platform. This may also include information captured by any cookies and
information captured on users of the website.

Théng tin ter trang web dién tdr hodc dmg dung duwoc ghi lai trong nhéat ky web hoédic dng
dung cua ching téi, chdng han nhuw théng tin thiét bj, sé nhan dang duy nhét (chdng han nhw
dia chi IP hodc sé nhan dang thiét b), thong tin trinh duyét (vi du: loai trinh duyét, cac trang da
truy cap, ngay/glotruy cép), ngudn thong tin truy c4p, di# liéu truyén thoéng, di liéu vé vij tri, dir
lidu tao 14p tir két quad van hanh va hanh vi nguoi dung thé hién trén cac nén tang ky thuat sé.
Théng tin nay ciing ¢cé thé bao gdm théng tin duoc ghi lai béi bat ky cookies nao va théng tin
duoc ghi lai vé nguoi dung cda trang web;

Communications information including communication by email, phone, telephone, fax, post,
device, application, platform, system or other electronic communications in the course of
communicating with Personal Data Provider and providing services to or receive from the
Personal Data Provider and including recordings of phone/telephone calls;

Théng tin trao déi bao gém théng tin lién lac qua email, dién thoai, dién thoai di dong, fax,
buwu dién, thiét bj, img dung, nén téng, hé thdng hodc bat ky phuong tién lién lac dién tdr khac
trong qua trinh trao déi véi (Cac) Bén Cung Céap D& Liéu C& Nhan va cung cép dich vu cho
hodc nhan tr (Cac) Bén Cung Cép D Liéu C4 Nhan va bao gém ca ban ghi &m cac cuéc goi
dién thoai/dién thoai di dong;

Account access information where we provide on-line account access, log-inand similar
credentials, and information about use of such access, personal data reflecting the activities or
history activities of such individual on cyberspace; and

Théng tin truy cdp tai khodn noi chung t6i cung cép quyén truy cdp tai khoan tryc tuyen
théng tin ddng nhéap va thong tin xac thuwe tong tw, va thdng tin vé viéc st dung quyén truy
cdp do, di¥ liéu ca nhan phan anh hoat déng, lich str hoat déng trén khéng gian mang; va

Relationship information that helps us to understand more about how to conduct business
and working with Personal Data Provider, their business requirements, and what types of
products and services may be of interest to customers.

Théng tin vé cac méi quan hé gilp ching toi hiéu thém vé céch tién hanh kinh doanh va lam
viéc véi (Cac) Bén Cung Cép D Liéu Ca Nhan, nhu c4u kinh doanh cda ho va loai sén phdm
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4.1.

4.2.

va dich vu nao c6 thé duroc khach hang quan tam.

How and why we process personal data

Chang toi xrly d liéu ca nhan nhw thé nao

We might collect certain personal data in the ordinary course of business and for compliance with the
applicable regulations through any communication means, applications, cyberspace, equipment,
electronic media or any other forms. We also may collect and receive these orally, in writing or
electronically directly from the Personal Data Provider(s) or directly or indirectly through the
transactions with or effect by Personal Data Provider(s) or through our checking and verification
processes such as due diligence checks, “Know Your Client” (“KYC”) process, or from any companies
of SMBC Group or from any other public or third party’s sources such as social media sites, public
internet sites, the press, online publications, information service provider, sanctions lists, watch list,
black list and databases of Politically Exposed Person(s) (“PEP”) or any other sources for KYC and
anti-money laundering/ counter terrorism financing (“AML/CTF”), weapon of mass destruction
(“WMD”) purposes.

Chung t6i c6 thé thu thap maét sé di liéu ca nhan trong qua trinh hoat déng kinh doanh théng thuong
va dé tuan tha céc quy dinh hién hanh théng qua béat ky phuong tién thong tin lién lac, dng dung,
khong gian mang, thiét bj, phuong tién dién tdr hodc bat ky hinh thic khac. Ching toi ciing cé thé
thu thap va nhan nhiing théng tin nay bang 16i néi, bang vén ban hodc duéi dang dién tir truc tiép tor
(Céc) Bén Cung Cép Di¥ Liéu Ca Nhan hodc truc tiép hodc gian tiép thong qua cac giao dich véi
hodc thuc hién béi (Cac) Bén Cung Cép D& Liéu Ca Nhan hodc théng qua cac quy trinh kiém tra va
xac minh cta chang t6i, chdng han nhw kiém tra chuyén séu, quy trinh “Nhén Biét Khach Hang”
(“"KYC”) hodc twr cac cong ty thudc Tap Poan SMBC hodc tir bat ky ngudn céng khai hodc bén thi
ba nao khac, chdng han nhw céac trang truyén théng xa hdi, trang internet cong céng, bao chi, 4n
phdm truc tuyén, bén cung cép dich vy théng tin, cac danh sach cdm van, danh sach canh bao, danh
séch den va co sé& diF lidu cda (nhing) ca nhan c6 dnh hudng chinh trj (“PEP(s)”) va bét ky ngudn
nao cho muc dich KYC va phong chéng rira tién/ phong chéng tai tro khing bé (“AML/ICTF”), phong
chéng phé bién vii khi hiy diét hang loat (“MDW”).

We use and process the personal data we collect to the extent necessary and legitimate and for the
following purposes:

Chung toi stz dung va xd¢ ly di¥ liéu ca nhan ma ching t6i thu thap trong pham vi cén thiét va hop phap
va cho cac muc dich sau:

. Considering and processing applications for products or services, effecting any payments,
transactions and fulfilling or completing instructions or requests of or in connection with you
and/or Personal Data Provider(s);

Xem xét va thuc hién cac dé nghj cung cép cac san phdm hodc dich vu, thuc hién bat ky cac
thanh toan, giao dich nao hoan thanh hodc hoan tat cac chi thj hodc yéu cau nao cua hodc céd
lién quan dén quy khéach va/hodc Bén Cung Cép DiF Liéu;

. Providing products and services (including electronic banking service) to you and/or Personal
Data Provider(s);
Cung cép sé&n phadm va dich vu (bao gém dich vu ngan hang dién ti¥) téi quy khach va/hodc
Bén Cung Cép D Liéu;

. Verifying identity, preventing, detecting, investigating and prosecuting of crime in any
jurisdiction. It also includes purpose of checking and screening transactions for AML/CTF/MDW
purposes, assisting in the prevention of fraud, terrorist financing, bribery and corruption, tax
evasion and assisting us to not provide services where individuals may be subject to economic
or trade sanctions, on an ongoing basis, in accordance with our AML/KYC/PEP/Sanctions &
Anti-bribery or in accordance with regulations or legally requests from any competent
authorities or qualification for the use of products and services of SMBC Vietham and SMBC
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Group;

Xac minh danh tinh, phong chéng, phéat hién, diéu tra va truy té bét ky téi pham nao & bét ky
lanh thé ndo. Viéc nay bao gém thuc hién kiém tra va sang loc cac giao dich vi muc dich
AML/CTF/MDW, hé tro ngdn chan gian |an, tai tro khdng bé, héi 16 va tham nhiing, trén thué
va hé tro chiing t6i khéng cung cép dich vu ma cac ca nhan co thé bj cdm van kinh té hodc
thurong mai, trén mét co sé lién tuc, theo cac chinh sdch AML/KYC/PEP/Cam vén & Chéng héi
16 cua ching t6i hodc phu hop quy dinh phap ludt hodc cac yéu cdu hop phap cda bét ky co
quan c6 thdm quyén nao hodc du diéu kién dé st dung cac sén pham va dich vu cda SMBC
Viét Nam va Tap Poan SMBC,

Assessment of the suitability or related risks in line with our internal policies (which includes,
but not limited to, credit assessment to set credit limit) and in order to take decisions whether
to accept acustomer, supplier or agent or accept to provide service or products or ancillary or
supporting services;

Danh gia sy phu hop hodc cac rdi ro lién quan phu hop véi chinh sach ndi bé (bao gbém nhung
khong gioi han danh gia tin dung dé cép han mirc) va dé dua ra quyet dinh c6 chép nhén khach
hang, nha cung cép hodc dai ly hay khéng hodc quyét dinh c6 chép nhan cung cép dich vu
hodc sén phdm hodc cac djch vu bé tro hodc hé tro khac;

Fraud and theft prevention or investigation, or other security, crime prevention or risk
management purposes;

Phong ngtra hodc diéu tra gian 1an va trém cdp, hodc cac muc dich an ninh, phong ngtra téi
pham hodc quan ly rdi ro khac;

Serving for the management and operation of the Bank and implement of our normal course of
business;

Phuc vu cho viéc quan ly va van hanh cda Ngan Hang va thuc hién hoat déng kinh doanh binh
thurong cda ching toi;

Complying with local and foreign laws, regulations, directives, judgments or court orders,
government sanctions, embargoes, reporting requirements under laws and regulations,
legitimate demand or requests of any authority, regulator, tribunal, enforcement, agency, any
trade repository or relevant clearing house;

Tuan tha ludt, quy dinh, chithj, phan quyét hodc Iénh cda tda an, Iénh cdm cda chinh phd, 1énh
cém van, yéu céu béo céo theo luat va quy dinh, yéu cdu hodc yéu cdu hop phap cua bat ky
co quan cé thdm quyén, co quan quén ly, tda an, co quan thuc thi, té chire, bat ky trung tam
thong tin giao dich hodc bét ky té chuc thanh toan bu trir lién quan nao;

Implementing and/or compliance with contractual, legal and regulatory obligations such as
managing and maintaining account or service with customer, data entry or checking on the
completeness and accuracy of customer data inputted into the system;

Thuc hién va’hodc tuan thd cac nghia vu hop déng, cac nghia vu hop phéap va luat dinh nhw dé
quan ly va duy tri tai khodn, dich vu véi khach hang, nhap va kiém tra tinh day dud va chinh xac
céac thong tin di# liéu cda khach hang duwoc nhap vao hé théng;

Performing our obligations, or exercising our rights, under our contracts or agreements or
equivalent documents with Personal Data Provider;

Thuc hién céc nghia vu hodc cac quyén cda ching tdi theo hop déng hodc théa thudn hodc
céc tai liéu tvong tr khac ma ching toi thuc hién véi Bén Cung Cép D Liéu;

Facilitating smooth running of the business through communication within the SMBC Group or
with corporate customers, suppliers, agent or any Personal Data Provider, for example, to
communicate about the goods and services we receive from SMBC Group companies or
suppliers; .

Nham thyc hién cho hoat déng kinh doanh théng qua trao déi trong Tap Poan SMBC hoéac véi
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khach hang doanh nghiép, nha cung cép, dai ly hodc bat ky (Cac) Bén Cung Cép D& Liéu Ca
Nhan nao, chang han nhw trao déi vé hang héa va dich vu ma chung t6i nhédn dugc tir cac cong
ty hodc nha cung cép cta T4p Doan SMBC;

Assisting and enabling SMBC Group companies to perform contracts or fullfil a transaction or
provide service or product to their customer;

H tror va tao diéu kién cac cong ty thudc Tdp Poan SMBC thuc hién cac hop dong hodc thuc
hién céac giao djch hodc cung cép dich vu hodc san phdm téi khach hang cia ho

Sending statement, letters, mail or any other communications, by various methods, such as
mail, emalil, telephone, faxand other channels;

GUi sao ké, thu tin, thu hodc bat ky thong tin trao déi nao khac bang nhiéu phuong thirc khac
nhau, chéng han nhuw thw, thuw dién tir, dién thoai, fax va cac kénh khac;

Research and development of financial products and services or improvement of services to
customers, through the |mplementat|on of market research, data analy5|s and questlonnalres
Nghién ctu va phat trién cac san pham va djch vy tai chinh hodc cai thién djch vu cda minh
v6i khach hang thdng qua viée trién khai nghién cu thj triong, phan tich di liéu va béng cau
hdi;

Proposals, guidance or introduction of various financial products and services that meet
customer needs or interest through direct mail, through our collaborators in advertising and
marketing areas and other means (including distribution of advertisements for products and
services that meet customer needs based on analysis of customer information, such as
transaction history, website browsing history, and information obtained from SMBC Group);
Pé xuét, huong dan hodc gisi thidu cac sdn phdm va dich vu tai chinh khac nhau d4p tmg nhu
cau hogc quan tam ciia khach hang théng qua thu truc tiép, théng qua cac déi tac cua ching
t6i trong linh vuc quéng céo va tiép thj va céc phwo’ng tién khac (bao gém phan phéi quéng céo
cho cac san pham va djch vy dap dng nhu cau cda khach hang dwa trén phan tich thong tin
khach hang, chdng han nhw lich st giao dich, lich s duyét trang web va théng tin thu duoc tir
Tap Doan SMBC);

Maintaining and building up relationships with customers, with SMBC Group, suppliers and
agents and other business development activities;

Duy tri va xay dung méi quan hé véi khach hang, véi Tap Poan SMBC, cac nha cung cép va
dai ly cling nhw cac hoat déng phat trién kinh doanh khéc;

Maintaining business records of services, payments and other transactions; conducting audits
for the legitimate purposes of the business; business planning and database management.
Duy tri hd so kinh doanh vé dich vu, thanh toan va céc giao dich khac; thuc hién kiém toan vi
muc dich kinh doanh hop phéap; 14p ké hoach kinh doanh va quéan Iy co sé di liéu;

Event management including inviting individuals to events;
Quan ly sw kién bao gébm mai cac ca nhan tham duw sw kién;

Enabling individuals to access online accounts on behalf of customers;
Cho phép cac ca nhan thay mét khach hang truy cép tai khoan truc tuyén;

Maintenance of our systems, resolving issues and complaints internally as soonas possible to
enable us to deliver high standards of service;

B4o tri hé théng cda ching tdi, gidi quyét cac van dé va khiéu nai trong néi bé cang sém cang
tét dé ching tdi c6 thé cung cép dich vu véi tiéu chudn chét lrong cao;

Performing a legal obligation to which we are subject, which may include certain legal or
regulatory requirements such as the requirement to record certain telephonelines;

Thyre hién nghia vy phap Iy ma chidng t6i phai tuan theo, c6 thé bao gém mét sé yéu cau phap
ly hodc quy dinh nhw yéu céu ghi &m mét sé duong day dién thoai;
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Recording and/or monitoring communications (including communication by email, phone,
telephone, fax, post, device, application, platform, other electronic communications) between
Personal Data Provider(s) and those of entities associated with Personal Data Provider(s) (as
the case may be) and us. This will be done to comply with our internal procedures and policies,
administration and support, assist with security, crime prevention and anti-fraud, investigate or
detect unauthorized or wrong use or abuse of our services, system or other material to the
extent permitted by applicable law and for legitimate purposes or other purposes required by
law;

Ghi lai v&/ hodc quan ly cac trao déi (bao gém lién lac qua email, dién thoai, dién thoai di déng,
fax, buu dién, thiét bj, img dung, giao dién hodc béat ky phuong tién lién lac dién tdr khac) giira
Bén Cung Cép D Liéu va céc té chirc khac c6 lién quan dén Bén Cung Cap D Liéu (tuy tumg
trirong hop) véi ching t6i. Hoat déng nay nham tuan tha cac quy trinh va chinh sach néi bé cua
chidng tdi, tao diéu kién thuan loi cho viéc quan ly va hé tre;, hé tro vé an ninh, phong ngtra toi
pham va chéng gian 14n, diéu tra hodc phat hién viéc si dung hodc lam dung khéng ding thdm
quyén hogc sai cac dich vu, hé théng hodc tai liéu khac cda ching tdi trong pham vi phap lut
ap dung cho phép va phuc vu nhimg muc dich hop phap hodc nhimg muc dich ma phap luét
yéu cau;

Pursuing our legitimate interests and those of third parties such as managing our business and
our brand, improvement and management of relationships within the SMBC Group, customers,
suppliers and agents, our compliance with our regulatory requirements, including regulatory
communications and improving the overall performance of business, conduct of internal audits
for legitimate purposes of managing our business, administering the website, investigating any
complaints, providing customer service and improving the performance and user experience of
our website, obtaining professional (including legal) advice to protect our business and our
brand. The sending of communications including marketing or other communications about
products or services, where this is necessary to promote our services to customers, taking
steps to manage our credit, business and other risks as may be required to operate as an
effective, efficient and financially prudent financial institution andwhere this is necessary to
pursue our legitimate interests in managing and protecting our business or seeking professional
advice including or in connection with any legal proceedings or establishing, exercising or
defending any of our legal rights.

Theo duéi loi ich hop phap cua chung t6i va cda cac bén thir ba chéng han nhw quan ly doanh
nghiép va thwong higu cua chung t6i, cai thién va quan ly cac mdi quan hé trong Tap Doan
SMBC, khach hang, nha cung cép va dai ly, tuan thu cac yéu céu quy dinh cda ching t6i, bao
gdm truyén théng theo quy dinh va cai thién hiéu suét téng thé kinh doanh, tién hanh kiém toan
ndi bg cho cac muc dich hop phap dé quén ly doanh nghlep cda chung t6i, quan ly trang web,
diéu tra moi khiéu nai, cung cap dich vy khach hang va cai thién hiéu suét ciing nhu trai nghiém
nguoi diing trén trang web cda ching tdi, nhan tw vén chuyén nghiép (bao gém cé phép ly) dé
bdo vé doanh nghiép cda ching t6i va cta ching téi thurong hiéu. Viéc g thoéng tin lién lac
bao gdm tiép thj hodc thdng tin lién lac khac vé sdn phdm hodc dich vu, khi diéu nay la cén
thiét dé quang ba dich vu cda ching tdi téi khach hang, thuc hién céc budc dé quan ly rdi ro
tin dung, kinh doanh va céc rdi ro khac c6 thé duoc yéu cdu dé hoat déng hiéu qua, hiéu qua
va té chire tai chinh than trong vé tai chinh va khi diéu nay 1a cén thiét dé theo dudi loi ich hop
phap cda ching téi trong viéc quan ly va bdo vé hoat déng kinh doanh cda chidng t6i hodc nhén
duorc cac tw van chuyén mon bao gom hodc lién quan dén bét ky thd tuc phap Iy nao hodc thiét
lap, thue hién hodc bdo vé béat ky quyén hop phap nao cda ching toi.

A legitimate interest will apply only where we consider that it is not outweighed by an individual's
interests or rights which require protection of their personal data. If an individual requires further
information regarding our legitimate interests as applied to their personal data, they may reach
us by the contact details set out in this Notice;

Loi ich hop phap sé chi &p dung khi ching téi cho rang loi ich hop phép dé khéng vuot tréi so
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4.3.

V6i loi ich hodc quyén cda mét ca nhan yéu ciu bao vé di liéu ca nhan cida ho. Néu mét ca
nhan yéu cau thém théng tin lién quan dén loi ich hop phap ma ching tdi &p dung déi véi di
lidu c& nhan cda ho, ho c6 thé lién lac véi chang t6i thong qua thong tin lién hé néu tai Théng
Béo nay;

. Purposes which are reasonably related to the aforesaid; and
Céac muc dich lién quan hop ly dén cac néi dung néu trén; va

. Any other purpose agreed with you.
Bat ky muc dich nao ma ching téi thda thuan véi quy khach.

In certain circumstances, where an individual does not provide personal data which is required (for
example, for us to carry out AML checks), we will not be able to provide the products and services
under our contract with customers or may not be able to comply with a legal obligation on us. We will
make it clear if and when this situation arises and what the consequences of not providing the
personal data will be.

Trong mét sé trirong hop nhét dinh, khi mét ca nhan khdng cung cép di liéu ca nhan duoc yéu cau
(vi du: dé ching t6i thuc hién kiém tra AML), chang t6i sé khong thé cung cép cac san phdm va djich
vu theo hop déng cua ching téi véi khach hang hodc co thé khong cung cép duoc tuan tha ngh/a 7]
phép ly déi véi chung t6i. Chang t0i sé lam r6 néu va khi tinh hudng nay phét sinh va hu qua cda
viéc khong cung cép di¥ liéu ca nhan sé nhuw thé nao.

Marketing communications
Truyén théng tiép thj

We will keep our customers up-to-date with details of our services by email/ post, etc. using the
personal data that individuals have supplied or which we have obtained about them. In any event,
individuals can opt out of receiving marketing by notifying to us in accordance with the information
specified herein.

Chung t6i sé c4p nhat cho khach hang théng tin chi tiét vé cac dich vu cda chiing t6i qua email/ bai
dang, v.v. bang céach sir dung di¥ liéu ca nhdn ma cac ca nhéan da cung cép hodc chung téi c6 duoc
vé ho. Trong moi trirong hop, cac ca nhan c6 thé tir chédi nhan tiép thj bang viéc théng bao cho chang
toi theo théng tin néu tai Thong B4o nay.

Additionally, we will ensure that any outside companies assisting us in marketing our products and
services, or with whom we have marketing agreements, are under contractual obligations to protect
the confidentiality of personal data, and to use it only to provide the services we have asked them to
perform.

Ngoai ra, chiing t6i sé ddm bao rang bét ky cong ty bén ngoai nao hé tror chiing t6i tiép thj cac sén
phdm va djch vu cda minh hodc nhiing cong ty ma ching téi cé théa thuén tiép thj déu c6 nghia vu
theo hop déng dé bao vé tinh bdo mat cua di liéu ca nhan va ch/ st dung di¥ liéu dé dé cung cép
céac dich vu ma chung téi da yéu cau ho dé thuc hién .

Who involves the personal data processing for aforesaid purpose
Cdc bén cé lién quan dén muc dich x|y dé#liéu ca nhan noi trén

We may disclose your personal data to the extent necessary and legitimate for the purpose of
disclosure, to the respective receivers as the case may be, including but not limited to, the following:
Chung tdi c6 thé tiét 16 diF liéu ca nhan cda quy khéach trong pham vi cén thiét va hop phap cho muc
dich tiét 16, cho nhiing bén nhan twong Umg tly vao timg truong hop, bao gém, nhung khéng giéi
han, nhimg bén sau:

. Within the SMBC Group (including any companies in SMBC Group, who may further disclose
to any of other parties as mentioned herein) for the purposes as set out in this Notice (for
example to manage our and other SMBC Group companies' relationship with clients, suppliers
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and agents, for internal reporting and compliance purposes, where those group companies
provide services to us);

Trong Tap Poan SMBC (bao gém bét ky céng ty nao trong Tdp doan SMBC, nhitng nguoi co
thé tiét 16 thém cho bét ky bén nao khéc nhw duoc dé cdp & day) cho cac muc dich nhw duoc
néu trong Thong B&o nay (vi du: dé quan Iy méi quan hé cda ching t6i va cac cong ty khac
ctia Tap doan SMBC véi khach hang, nha cung cép va dai ly, cho cac muc dich tuan tha va
béao céo ndi bo, khi cac cong ty thuéc tdp doan dé cung cép dich vu cho ching toi);

To credit reporting agencies, credit reference agencies, credit institution and other third-party
agencies and suppliers in order to carry out the operations of the Bank, provisions of services
and products to customers, AML/CTF, " KYCPEP, WMD checks, credit check, fraud
preventions and detection of crime purpose and comply with legal obligations;

T6i bén cung cép béo céo tin dung, thong tin tin dung, té chic tin dung va va nha cung cép
hodc té chirc 1a bén thir ba khéc dé thuc hién cac hoat déng cua Ngan Hang, cung cap cac
dich vu va sén phdm cho khach hang, AML/CTF, KYC, PEP, WMD, kiém tra tin dung, phong
ngtra gian lan va phat hién muc dich téi pham va tuan thd cac nghia vu phap ly;

To third parties who have introduced customers, suppliers or agents to us, such as SMBC
Group companies or banking and financial service providers in order to process the data for the
purposes as set out in this Notice;

Cho céc bén thir ba d4 gi6i thiéu khach hang, nha cung cép hodc dai ly cho chang t6i, chang
han nhw céc céng ty thudc Tap Poan SMBC hodc nha cung cép dich vu tai chinh ngan hang
dé xwr ly dé¥ liéu cho cac muc dich nhw dwoc néu trong Théng Bao nay

To third parties who work on our behalf or for the customer to service or maintain customer
accounts or products and services provided by us to customer, such as administrators and
managers including those externalto SMBC or who we consider necessary to facilitate requests
for services and application for products and services with us or any members of SMBC Group;
Cho cac bén thir ba lam viéc thay mat chung tdi hodc cho khach hang dé phuc vy hodgc duy tri
tai khoan cda khach hang hodc céac san pham va djch vy ma chung toi cung cép cho khach
hang, chdng han nhw quan tri vién va nguoi quan ly bao gédm cd nhiing nguéi bén ngoai SMBC
hodc nguoi ma chang tdi cho 1& cén thiét dé hé tro cac yéu cdu vé dich vu va ing dung cho
cac san pham va dijch vu véi ching t6i hodc bét ky thanh vién nao cua T4p Poan SMBC;

To third parties who provide technical services, such as suppliers of banking applications and
other IT systems, and print services, etc. which we use to processthat personal data;

Cho céac bén thi ba cung cép dich vu ky thudt, chdng han nhw nha cung cép umg dung ngan
hang va cac hé théng CNTT khac, va dich vy in &n,... ma chang toi s dung dé xu ly dir liéu ca
nhén do;

To third parties providing services to us such as our professional advisers (e.g., auditors and
lawyers);

Cho céc bén thi» ba cung cép dich vu cho ching t6i, chdng han nhw céc bén tw van chuyén
nghiép cda ching tdi (vi du: kiém toan vién va luat sw);

To a party representing a customer, supplier or agent (for example, in response to legal
process) or involving to a transaction with customers (for example other lenders in a syndication
loan, guarantors, auditors of customers etc.), agents (for example, security agent, account or
converting banks, etc.), supplier (for example, auditor or sub-contractors of such suppliers);
Cho m¢t bén dai dién cho khéch hang, nha cung cép hodc dai ly (vi du: dé dap ung quy trinh
phap ly) hodc bén c6 lién quan dén céac giao dich cua khach hang (vi du: bén cho vay khac
trong khoan vay hop vén, bén bao 1anh, bén kiém toan ctda khéach hang, v.v.), dai ly (vi du: bén
Xt ly tai san bdo dém, ngan hang tai khodn hodc ngan hang chuyen déi, v.v.), nha cung cép
(vi du: kiém toan vién hodc nha thdu phu cda cac nha cung cép do);
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6.1.

6.2.

. To competent authorities such as tax authorities, courts, regulators, enforcement agency and
other government agencies, security or police authorities or any other authorities and their agent
where required or requested by law or where we consider it necessary (to the extent permitted
by law); and
Cho céc co quan cé thdm quyén nhw co quan thué, tda an, co quan quan ly, bén thi hanh an
va céac co quan chinh phu khac, co quan an ninh hodc canh sat hodc bat ky bén cé thdm quyén
nao khéc va céac dai dién cia ho khi phap luat quy dinh hodc yéu cdu hodc khi ching téi cho la
can thiét (trong pham vi phap luat cho phép); Va

. To any actual or potential assignee or transferee, subject to applicable law, in the event that

SMBC is merged, sold, or in the event of a transfer of some or all of our assets or business
(including in bankruptcy), or in the event of another corporate change, in connection with such
transaction.
T6i bat ky bén nhan hodc c6 tiém nang nhan chuyén nhuong hodc chuyén giao, tily theo lugt
ap dung, trong trirong hop SMBC dwoc sap nhdp, ban hoac trong triromg hop chuyen nhuwong
mét phan hodc toan bo tai sén hodc mang kinh doanh cda ching téi (bao gom ca triromg hop
phéa sén) hodc trong truong hop co sw thay déi khac cuda céng ty, lién quan dén giao dich d6 .

. To any person to whom disclosure is allowed or required by local or foreign law, regulations or
any other applicable instrument.
Cho bét ky nguoi nao duoc luét, quy dinh hodc bat ky mét huéng dén dia phuong hodc nudéc
ngoai cho phép hodc yéu cu tiét 16 thong tin.

If the recipients are overseas, personal data may be sent to another country including countries with
weaker privacy and data protection laws than in Vietham. We will not otherwise disclose to third
parties unless we have your permission, or we are under a legal or similar obligation.

Néu bén duoc tiét 16 & nwéc ngoai, di liéu ca nhan co thé duoc gii dén mét qudc gia khac bao gém
c& cac qudc gia c6 quy dinh phap luat vé quyén riéng tw va bdo vé di¥ liéu ca nhan han ché hon so
v6i Viét Nam. Chung t6i sé khong tiét 16 khac di cho bén thir ba tree khi ching t6i co sw cho phép cda
quy khach hodc ching toi c6 trdch nhiém phép ly hodc twong duong.

Where we will hold and how we secure personal data

Noii chung téi sé lwu gir va cach ching t6i bdo mat dliéu ca nhan

We may transfer, maintain, store or process the personal information of data subject covered by this
Notice on servers or databases outside the Vietham, in particular to our head office (SMBC), SMBC’s
branches, representative offices, subsidiaries, affiliates and SMFG group companies. For example,
we may be required to send to SMBC Group companies in Japan the names of directors, officers,
board members, staff members or shareholders of its corporate customers who are Japanese
nationals or non-Japanese nationals (in the latter case, whether residing in Japan or otherwise) for
screening checks. Unless we are able to manage, store and process your personal data in such a
manner, we may be unable to handle your banking and other transactions.

Chung toi c6 thé chuyén, duy tri, luu trik va xd ly thong tin ca nhan cda cac cha thé di liéu thudc
pham vi diéu chinh cda Théng B&o nay trén cac may chd hodc co sé& di¥ liéu bén ngoai Viét Nam, cu
thé 1a dén ngan hang me cua ching tdi (SMBC), cac chi nhanh, van phong dai dién va cong ty con,
cong ty liéen két cia SMBC, céc cong ty thuéc Tap Poan SMBC. Vi du: chang tdi cé thé duoc yéu
céu g cho cac cong ty thuéc Tap Poan SMBC & Nhat Ban tén cda céc giam déc, can bo, thanh
vién héi déng quan trj, nhan vién hodc c¢é déng cua cac khach hang doanh nghiép la céng dan Nhat
Ban hodc khong phai la cong dan Nhat Ban (trong trirong hop sau, cho du cuw trd tai Nhat Ban hodc
noi khac) dé kiém tra sang loc. Chang toi Sé co thé khong xu ly dwoc cac giao djch ngan hang va
céac giao djch khac cua quy khach hang néu ching téi khéng thé quan ly, luu trik va xdv ly div liéu ca
nhan cda ban nhw véy.

We place great importance on ensuring the security of personal data entrusted to us. We regularly
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establish, review, implement and update reasonable and/or appropriate technical, physical and/or
organizational security and precautionary measures and/or safeguards for processing of personal
data, such as password-protected systems, multi-factor authentication, encrypted information and
transmission, regular security scanning, anti-malware controls, cyber monitoring, incident response
management, upgrading system to check, patching up and security hardening and mitigate any
vulnerabilities to cyber-attacks, regular training of employees in confidentiality, data privacy,
information security, risk management, including handling personal data in a secure manner, etc..
We are also a highly regulated entity subject not only to Data Protection Regulations, but also laws
and regulations on confidentiality in banking sectors which requires us to have strict policies,
procedures and technical in place for risk management. Please note, however, that despite of taking
reasonable and adequate precautions, safeguards and/or security measures, communication
system, platforms (including electronic ones, or those are in cyberspace) are not error free and may
involve transmission via servers and/or systems that are not under the our control and emalil
transmissions may not be secure and are subject to risks, therefore, each individual must be cautious
on information security when transmitting information through internet or cyberspace.

Chung t6i rat coi trong viéc dam bo tinh bdo méat cda di liéu cé nhan duoc cung cép cho ching téi.
Chuing toi thurong xuyén thiét 1ap, xem xét, trién khai va cap nhét cac bién phap bao vé va/hodc bién
phap phong ngcra hop Iy va thich hop vé mat ky thuat, vat ly va/hodc té chic vazhodc cac bién phap
bao vé dé xdr ly di? liéu c& nhan, chang han nhw hé théng duoc bdo vé bang mat khau, xac thue da
yéu td, ma hoa thong tin va truyén tai, quét bdo mat thuong xuyén, kiém soat chéng phan mém déc
hai, gidm sat mang, quan Iy tmg phé sy cé, nang cap hé thdng dé kiém tra, vé 16i va tang curong an
ninh théng tin va giam thiéu bét ky 16 héng bdo mat va d/em yéu vé mat ky thuat nao truée cac cude
té4n cong mang, dao tao thuong xuyen cho nhan vién vé bdo mét, quyén riéng tw dir liéu, bdo mat
thong tin, quan ly rdi ro, bao gém xcr ly di¥ liéu ca nhan mét cach an toan v.v . Chung téi ciing la mét
té chire duoc quan ly chat ché khong chi tuén theo Quy Pinh B4o Vé D Liéu ma con ca cac luat va
quy dinh vé bdo méat trong linh vurc ngén hang doi héi ching tdi phai c6 cac chinh sach, quy trinh va
ki thuat nghiém ngét dé quan ly rdi ro. Tuy nhién, xin luu y rdng méc du da thuc hién cac bién phap
phong ngtra, bién phap bdo vé va/hodc bién phap bdo vé an toan théng tin hop ly va day dd, nhung
cac hé thong lién lac, cac nén téng (bao gom cé nén tang dién tir hodc nén tang trong khong gian
mang) khong phai la khong bao gio c6 16i va c6 thé lién quan dén viéc truyén qua may cha va/hodac
hé thong ma khong nam dwéi sy kiém soat cda chang toi va viéc truyén email c6 thé khdng an toan
va co thé gdp rdi ro, vi vay, méi ca nhan phai than trong vé an toan thdng tin khi truyén tai théng tin
gua Internet va khéng gian mang.

7. Retention for processing personal data
Thaéi gian xeely dérliéu ca nhan
We might start to process the personal data of data subject covered by this Notice once we receive
those and retain for as long as required to perform the purposes for which the data was collected,
depending on the legal basis on which that data was obtained and/or whether additional
legal/regulatory obligations mandate that we retain the personal data. In general terms, this will mean
that personal data will be kept for the duration of our relationship with or in connection with the data
subject and:
Chung tdi c6 thé sé bat dau xir ly di liéu c& nhan cda chd thé di liéu duoc dé cép trong Théng Bao
nay ngay sau khi chiing tdi nhan duoc di¥ liéu dé va sé lwu gid trong thoi gian can thiét dé thuc hién
cac muc dich ma di¥ liéu dwoc thu thép, tuy thudc vao co sé phap ly ma di liéu dé dwoc thu thap
va’hodc liéu cac nghia vu phép ly/quy dinh bé sung cé cho phép ching téi lwu git diF liéu ca nhan.
N6i chung, diéu nay cé nghia la di liéu ca nhan sé duoc lwu gidk trong suét thoi gian ching tdi co
méi quan hé véi hodc lién quan dén chd thé dir liéu va:

. the period required by laws and regulations; and
khoang thoi gian theo yéu cau cda luét va quy dinh; va
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8.1.

8.2.

. as long as it is necessary where we deem necessary and/or in accordance with our internal policies

for individuals to be able to bring a claim against us and for us to be able to defend ourselves
against any legal claims. This will generally be the length of the relationship plus the length of
any statutory limitation period under applicable law.
Trong khoang thoi gian can thiét ma chang toi thay cén thiét va/hodc theo quy dinh néi bo cda
chiing t6i dé cac ca nhan cé thé dua ra yéu céu khiéu nai t6i ching t6i va chang t6i c6 thé tw
bdo vé minh trwéc bat ky khiéu nai phap ly nao. Khoang thoi gian lwu triv nay thuong sé 1a thoi
gian duy tri méi quan hé cong véi dé dai cua bat ky khodng thoi gian giéi han theo luat dinh
nao theo quy dinh phap luat ap dung.

. as long as reasonably and necessary in connection with our internal operation, policy,

management, administration and maintenance requirements (including, but not limited to,
technical, systems, security, record-keeping, risk management, audit, monitoring, security
and/or surveillance measures and/or limitations.
Trong khodng thoi gian hop Iy va can thiét lién quan dén cac yéu cau van hanh néi bg, chinh
sach, quan ly, quan trj va bao tri cda ching t6i (bao gém, nhung khéng gi6i han 8, ky thuét, hé
thdng, an ninh, lwu trik hd so, quan 1y rdi ro, kiém toan, kiém soat, bién phéap va giéi han bdo
vé va/ hodc giam sat.

In certain circumstances, personal data may need to be retained for a longer period of time, for
example, where we are in ongoing correspondence or there is a continuing claim or investigation.
Trong mét sé truromg hop nhat dinh, di# liéu ca nhan co thé cén duoc lwu gidk trong mét khoéng thoi
gian dai hon, chang han nhw khi chiing t6i dang co cac trao déi hodc co khiéu nai hoac diéu tra dang
dién ra.

After the retention period, we may destroy, dispose, discard or take any proper action in regard to
the personal data in any reasonable, practicable and proper manner as we understand to be
permitted by laws. We will not be obliged to return or destroy the said personal data if not reasonably
possible or practicable.

Sau thoi gian luu gidk, chiing t6i c6 thé hdy, xd ly, loai bé hodc thuc hién bat ky hanh déng thich hop
nao lién quan dén di¥ liéu ca nhan theo bét ky cach thic hop ly, kha thi va phi hop ndo ma ching
t6i hiéu la duroc phap luat cho phép. Chang téi sé khéng c6 nghia vu trd lai hodc hady di liéu ca nhan
noi trén néu khong hop ly hodc khong thé thuc hién.

Data subject's rights in relation to the personal data
Quyén cda cha thé dévliéu lién quan dén dirliéu ca nhan

An individual may have certain rights in relation to their personal data which SMBC Vietnam
processed about such individual, as provided under Data Protection Regulations. Those may include
rights to access, correct the data or object to process, delete the data.

M6t ca nhan sé cd thé c6 moét sé quyén lién quan dén dir liéu ca nhan cda ho ma SMBC Viét Nam
dang xtr Iy vé c nhan dé nhw duoc quy dinh tai Quy Binh Bdo Vé D& Liéu. Quyén doé co thé bao
gdém quyén duoc truy cap, chinh stra dir liéu hodc quyén phén déi viéc xi ly dir liéu hodc x6a diF liéu.

We recognize and uphold the right of the data subjects, however, your request for implementing such
rights may be subject to applicable laws and regulations, this Notices, our agreement with you, our
policies, procedures, restrictions and/or requirements which may include but not limited to:

Chung t6i cong nhén va duy tri quyén cta chd thé dir liéu, tuy nhién, yéu cdu cua quy khach khi thuc
hién cac quyén nay c6 thé con phu thuéc vao luat va quy dinh ap dung, Thong Bao nay, théa thuén
ctia chang tdi véi quy khéch, chinh sach, thd tuc, han ché va/hodc yéu cdu cia chang toi, ¢ thé bao
gbém nhung khéng giéi han i Vi

0] that the request be in good faith, for reasonable purpose and within a reasonable scope;
yéu cau phai c6 thién chi, vi muc dich hop ly va trong pham vi hop ly;
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(ii)

(iii)

(iv)

v)

(vi)

(vii)

(viii)

(ix)

that the request be subject to our verification measures and/or requirements, including, but
not limited to identifying you as the data subject;

yéu c4u phai tuan theo cac bién phap va/hodc yéu cdu xac minh cda ching téi, bao gém,
nhung khéng giéi han & viéc xéc dinh quy khéch la cha thé di liéu;

that the request be in writing, indicating the specific purpose and scope of the action
requested, and, if required by us, accompanied with satisfactory proof that such action
requested is warranted;

yéu cau phai bang véan bén, cho biét muc dich va pham vi cu thé cda viéc duoc yéu céu, va,
néu chdng téi yéu cdu, kém theo bang chimg thda dang réng yéu cau 1a hop ly;

that the request be received by us in advance (in the period required by us or, if no period is
required, a reasonable period) prior to the proposed date of action requested and indicate
such proposed date of the action requested;

rang chung t6i nhan duoc yéu céu truée (trong khodng thoi gian ma chung toi yéu céu hodc,
néu khong yéu céu, mot khodng thoi gian hop ly) trude ngay dé xuét yéu cau duroc thuc hién
va cho biét ngay yéu céu duoc thuc hién;

that the request and/or proposed date of action requested is subject to our approval as we
may have to carry out preliminary actions, including, but not limited to, assessing the
feasibility, validity and/or legitimacy of the request, compliance with our requirements, impact
on other information (e.g., personal data and confidential information of others), preparing
access and/ or isolating the data;

rang yéu cau va/hodc ngay yéu cau duoc thuc hién phai duoc ching téi chdp thudn vi chiing
t6i co thé phai thuc hién cac buéc so bd, bao gém, nhung khéng giéi han, danh gia tinh kha
thi, hop 1é va/hodc tinh hop phéap cda yéu céu, tuan thd cac yéu cau cda ching toi, tac dong
dén thong tin khac (vi du: di# liéu ca nhan va théng tin bi méat cda nguoi khac), chudn bj truy
cap va/ hodc cb lap di liéu;

that the request, the action requested (including, but not limited to the proposed dates and/or
times) be within our banking hours, during banking days and/or within reasonable times, days,
period and/or schedule;

rang yéu céu, hanh déng duoc yéu céu (bao gbm, nhung khéng giéi han & ngay va/hodc thoi
gian dé xuét) nam trong gi¢’ lam viéc cda chang t6i, trong nhing ngay ngan hang hoat dong
va/hodc trong thoi gian, ngay, khoang thoi gian va/hodc lich trinh hop ly;

that the manner, format and/or method of performance of the action requested shall be
determined by us as we may have to determine the same in relation to different factors such
as our obligations of confidentiality to you and/or other persons (whether under laws, contract
or otherwise), security, surveillance measures, safety requirement, legal and/or regulatory
obligations and preserving the integrity and confidentiality of the information;

rang cach thire, dinh dang va/ hodc phwong phap thuc hién hanh déng dugc yéu céu sé do
chiing t6i quyét dinh vi ching téi c6 thé phai quyet dinh nhing cach thire, dinh dang va/hodc
phwong phap nhw vay lién quan dén céac yéu té khac nhau nhw nghia vu bdo mét cda ching
t6i déi véi quy khach va/ hodc nhiing nguoi khac (cho du theo luét, hop déng hay nhiing thee
khac), cac bién phap bdo vé va giam séat, yéu c4u an toan, cac nghia vu phap ly va/ hodc
theo quy dinh va gidr gin tinh toan ven va bao mét cda théng tin;

that you be subject to and observe our security, confidentiality, privacy and/or other policies
and procedures;

rang quy khach phai chju rang buéc va tuan thd cac chinh sach va thd tuc vé an ninh, béo
mat, quyén riéng tw va/hodc cac chinh sach va thd tuc khac cda ching toi;

that the request be subject to the personal data still being retained by us in a form that be
practicability and reasonably acted on;
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)

(xi)

(xii)

(xiit)

rdng yéu cau phu thudc vao viéc chung téi con lwu git dik liéu cé nhan duéi hinh thic c6 thé
thuc hién dwoc va thuc hién mét cach hop ly;

that the request be subject to any processing fees and/ or any other applicable fee (including,
but not limited to, any costs for producing copies) if so, applying by us and allowed under the
regulations;

rang yéu cdu c6 thé phai chju bét ky khoan phi xc ly va/ hoac béat ky khoan phi ap dung nao
(bao gébm, nhung khéng giéi han, béat ky chi phi nao dé cép ban sao) néu ching tdi &p dung
va duoc phép theo quy dinh;

that the request will not cause or threaten to cause: (1) us to breach our obligations under the
laws and regulations or our obligations to other person or another person’s rights under
applicable laws and regulations or otherwise; (2) a security breach or otherwise impact on
our security; (3) information held by us to become false, inaccurate, unintelligible or
misleading; (4) a failure or error in our system; or (5) a violation of our intellectual property
rights, proprietary rights and/or privacy or confidentiality rights;

rang yéu cau sé khong gay ra hodc de doa gay ra: (1) viéc vi pham nghia vu cta chung toi
theo luat phap va quy dinh hoac nghia vu cda ching toi déi véi nguoi khac hodc quyén cua
nguoi khac theo luat va quy dinh ap dung hoéac bét ky vi pham nao khac; (2) vi pham cac van
dé an toan hodc dnh hudng dén an ninh cida chang toi; (3) théng tin do chang tdi ndm giip tré
nén sai léch, khéng chinh xac, khéng thé hiéu duoc hodc gay hiéu 1am:; (4) 16i hoac 16i trong
hé théng cda ching tdi; hodc (5) vi pham quyén sé hdu tri tué, quyén sé hidu vazhodc quyén
riéng twr hodc bao mét cda chung toi;

Any action that shall be requested by data subject may be denied by us: (1) when the requests
are recurring within a short time interval, (2) where granting such request could compromise
the privacy of another person or unreasonably expose sensitive, confidential and/or
proprietary bank information, (3) where there are any similar or analogous circumstances or
where there are other reasonable circumstances justifying the denial and/or (4) pursuant to
any of our agreements or our bank policies;

Bét ky hanh dong nao duoc yéu cau béi chd thé di liéu déu co thé bj ching toi ter chéi: (1)
khi cac yéu cau dinh ky trong mét khodng thoi gian ngdn, (2) khi viéc cp yéu cau do co thé
lam tén hai dén quyén riéng tw cua nguoi khac hodc tiét 16 théng tin ngan hang nhay cam, bi
mat va/ hodc déc quyén mét cach bat hop ly, (3) khi cé bét ky truong hop glong hoé&c twong
twr ndo hodc khi ¢é céac truromg hop hop ly khac bién minh cho viéc ter chéi va / hodc (4) theo
bét ky théa thuan hodc chinh sach ngan hang nao cda ching téi;

That we may take measures to redact or prevent the disclosure of trade, industrial and/or
other business secrets, confidential and/or proprietary information and/or any other
information the disclosure which could endanger or compromise our information systems,
and/or any expose to harm the confidentiality, integrity, and/or availability of information
(including, but not limited to, personal data) under our control or custody;

Chung tdi c6 thé thuc hién cac bién phap dé che hodc ngén chan viéc tiét 16 bi mat thuong
mai, cdng nghiép va/ hodc bi mat kinh doanh khac, théng tin bi mat va/ hodc déc quyén va/
hodc bat ky théng tin nao khac ma viéc tiét 16 c6 thé gay nguy hiém hodc lam tén hai dén hé
thdng théng tin cda ching toi v&/ hodc bét ky viéc c6 khd ndng gay tén hai dén tinh bdo mat,
tinh toan ven va/ hodc tinh s&n cé cda thong tin (bao gém, nhung khéng giéi han, di¥liéu ca
nhan) duéi s kiém soéat hodc luu gilk cdia chang toi;

8.3. We take reasonable steps to ensure that personal data is accurate, complete and updated, however,
you have shared responsibility with regard to the accuracy of your personal data and should timely
update with us of any change to the data. While we recognized the right of data subject to access
and/or correct any personal data held by us, this may be subject to the requirements set out in this
Notice, our agreements with you and/or our policies, procedures, laws and regulations. We also may
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8.4.

8.5.

8.6.

10.

use our reasonable discretion in allowing the correction requested and/or may require further
evidence of new information to avoid any fraud or inaccuracy.

Chuing t6i thuc hién cac budc hop ly dé dam béo rang dir liéu cé nhén la chinh xéc, day du va cap
nhat, tuy nhién, quy khach cé nghia vu chia sé trach nhiém lién quan dén tinh chinh xac cda di liéu
ca nhan cuda quy khach va nén cép nhat kijp thoi véi ching t6i vé bét ky thay déi nao déi véi diF liéu.
Trong khi chiing tdi cong nhan quyén truy cdp va/ hodc chinh sira bat ky di liéu ca nhan nao do
chang tdi ndm gid, diéu nay cé thé phai tuan theo cac yéu cau duoc néu trong Thong Bao nay, cac
théa thuan cda chung t6i voi quy khach va/ hogc cac chinh sach, thd tuc cda ching toi, lugt va quy
dinh. Chung t6i ciing ¢ the strdung. quyét dinh hop ly cda minh trong viéc cho phép yéu céu chinh
stra va/ hodc co thé yéu c4u thém bang chung vé thdng tin méi dé tranh bat ky gian 1an hodc khéng
chinh xac nao.

As we have no control over your request, your request may increase our risk and/or may impact on
our business, operation and/or dealings with you and others, you may be required to hold us free and
harmless and indemnify us for any claim, losses, expenses or liabilities we may incur in connection
with your request.

Vi ching t6i khong kiém soat yéu cédu cda quy khach, yéu céu cda quy khach c6 thé lam tang rdi ro
ctia chung t6i va/ hodc c6 thé anh hudng dén cong viéc kinh doanh, hoat déng va/ hodc giao dich
ctia chang tdi véi quy khach va nhiing bén khac, quy khach cé thé duoc yéu céu gid cho ching toi
khéng tén hai va bdi thuong cho chang tdi cho bét ky khiéu nai, tén thét, chi phi hodc trach nhiém
phép ly nao ma ching tdi cé thé phai chju lién quan dén yéu céu cda quy khach.

Please note that the exercise of your rights (including, but not limited to, withdrawal of your consent
to any part or aspect of the processing may put us in a position where we can no longer transact,
deal with and/or communication with or in relation to you.

Xin lwvu y rang viéc thuc hién cac quyen cla quy khach (bao gom nhwng khdng gi6i han, rut lai sy
déng y cda quy khach déi véi bat ky phén hodc khia canh nao cda viéc xi ly cé thé dat ching t6i vao
vi tri ma ching tdi khéng con c6 thé giao dich va/ hodc trao déi véi hodc lién quan dén quy khach.

If you would like to exercise, or discuss, any of these rights, you should submit your request in writing
to us to the address indicated herein and provide sufficient information to allow us to understand the
scope of the request.

Néu quy khach mudn thye hién hodc thao luén vé bat ky quyén nao trong so nay, thi quy khach phai
gui yéu cau bang vén bén dén dija chi néu tai Thong Bao nay va cung cép day du théng tin dé cho
phép chiing tdi hiéu pham vi cda 16 yéu cau.

Changes to this Notice
Thay déi Thong B&o nay

This Notice may be updated from time to time and the updated version will be posted on website at
https://www.smbc.co.jp/asia/vietham/forms/ or sent to you. You are advised to visit our website
regularly to check for any amendments.

Théng Bao nay c6 thé duoc cap nhét tiy timg thoi diém va ban cép nhat sé duoc dang ti trén trang
web tai dja chi https://www.smbc.co.jp/asia/vietnam/forms/ hodc gt cho quy khach. Quy khach duoc
khuyén nghj thuong xuyén truy cép vao trang web nay dé kiém tra bat ky stra déi nao.

How to Contact Us

Céach lién hé véi chlng toi

If you have any questions, request or concerns in regard to this Notice or our data processing
practices, you can contact us at the relevant address below or the personal in charge who is currently
supporting on the transactions relevant to you.

Néu quy khach c6 béat ky thdc méc, yéu cau hodc méi quan tdm nao lién quan dén Théng Bao nay
hodc thuc tién xi ly di liéu cda ching t6i, quy khach cé thé lién hé véi chung téi theo dia chi lién
quan bén duwéi hodc nguoi phu trach hién dang hé tro déi véi giao dich lién quan dén quy khach.
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Sumitomo Mitsui Banking Corporation — Hanoi Branch )
Ngan Hang Sumitomo Mitsui Banking Corporation — Chi Nhanh Thanh phé Ha Néi

Address Unit 1201, 12th Floor, Lotte Hanoi Center, 54 Lieu Giai, Cong Vi Ward, Ba
Dja chi Dinh District, Hanoi, Vietnam.

Phong 1201, Tang 12, Trung Tam Lotte Ha N6i, s6 54 Phé Liéu Gial,
Phwong Cong Vj, Quan Ba Dinh, Thanh Phé Ha Ngi, Viét Nam
Phone number (84)-24-39461100

Dién thoai

Sumitomo Mitsui Banking Corporation — Ho Chi Minh City Branch o
Ngan Hang Sumitomo Mitsui Banking Corporation — Chi Nhanh Thanh phé H6 Chi Minh

Address 15th Floor, Times Square Building, 22-36 Nguyen Hue Boulevard, District 1,
Dja chi Ho Chi Minh City, Vietnam.

Léu, 15, Toa Nha Times Square, 22-36 Duong Nguyén Hué, Quén 1, Thanh
Pho6 Ho Chi Minh, Viét Nam

Phone number (84)- 28 3520 2525
Dién thoai
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